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Cybersecurity Guided Notes

Lesson 2.4.4 - Viruses, Worms, Spyware & Adware
Name: 					        Class: 				       Date: 			    

1.	 Differentiate between viruses and worms in terms of their replication mechanisms. 

2.	 Explain why viruses and worms are often used interchangeably, despite their differences. 

3.	 Describe the various levels at which viruses and worms can affect a target. 

4.	 Discuss the defense strategies against viruses and worms, highlighting their differences. 
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5.	 Provide examples of defense mechanisms against viruses and worms. 

6.	 What is adware, and how does it affect computer performance?

7.	 Explain how adware can be bundled with free software downloads and its implications for users.

8.	 Define spyware and describe the type of data it monitors.
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9.	 What is bloatware, and why might users consider it undesirable?

10.	 Explain why manufacturers pre-install bloatware on devices and computer systems.

11.	 What defense measures can users take against adware, spyware, and bloatware?


